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Abstract
AMD SEV-SNP provides confidential computing capabilities
on AMD platforms. To secure confidential virtual machines,
AMD relies on a trusted co-processor known as the Plat-
form Security Processor (PSP). The PSP executes on an Arm
core, which is connected to the x86 interconnect via dedi-
cated hardware bridges. We show that a malicious hypervisor
can configure one of these bridges to render the PSP cache-
incoherent with respect to the x86 caches. We present a novel
attack called STALEUS that demonstrates how to leverage
this vulnerability to break SEV-SNP. We show the impact of
STALEUS by achieving arbitrary read and write primitives
within a fully attested CVM.

1 Introduction

Confidential computing has received industry adoption [2,
26, 41]. A cornerstone in this development is the notion
of Confidential Virtual Machines, or CVMs. These environ-
ments provide a critical guarantee: shielding customer work-
loads from inspection or tampering, even by potentially mali-
cious cloud providers. AMD Secure Encrypted Virtualization-
Secure Nested Paging (SEV-SNP) is one such technology [1].
Unlike Intel TDX or Arm CCA [11, 30], which rely on dif-
ferent architectural foundations, AMD anchors its SEV-SNP
Root of Trust (RoT) in a dedicated co-processor: the Platform
Security Processor (PSP).

For scalability and performance, AMD employs a modu-
lar chiplet architecture, fabricating distinct platform compo-
nents individually to optimize silicon yield. However, this dis-
tributed design introduces a critical challenge: efficiently in-
terconnecting these discrete dies within a single package [47].
Since the introduction of the Zen microarchitecture [8], AMD
has addressed this via its proprietary high-speed interconnect,
the Infinity Fabric [14]. Designed for high throughput, the
Infinity Fabric serves as the backbone of the SoC, facilitating
both power efficiency and scalable performance.

Architecturally, the fabric is divided into two distinct
planes: a data plane manages memory request routing; and

a control plane tasked with configuration and orchestration.
This control plane is designated as the System Management
Network (SMN), an area that has thus far largely escaped
scrutiny from the security research community. Yet, the SMN
encompasses control over almost all Intellectual Property (IP)
blocks within the system. To mitigate this risk, AMD im-
plements a basic access control mechanism on the SMN to
restrict unauthorized modifications.

Beyond interconnectivity, AMD’s heterogeneous architec-
ture poses a second fundamental challenge: maintaining a
coherent memory view across diverse platform units. AMD
resolves this with a hardware mechanism where functional
coherence units snoop caches prior to the memory controller,
ensuring consistency across the system. However, strict co-
herency enforcement can induce latency variability, which is
undesirable for latency-sensitive workloads. Consequently,
the architecture permits specific devices to willingly opt out
of the hardware-enforced coherency.

This architectural heterogeneity introduces yet another
layer of complexity within the AMD SoC. Various IP blocks,
some potentially integrated from third parties, such as the
Arm-based PSP, often rely on different bus protocols. To
bridge this gap, AMD employs specialized translation units,
known as bridges, to convert external bus protocols into AMD-
proprietary standards. Critically, these bridges require gran-
ular configuration to handle transaction semantics appropri-
ately for different components. To support this configurability,
AMD exposes bridge settings within the SMN, details of
which appear in their open-source code.

In this paper, we present the STALEUS attack that exploits
AMD bridge settings to compromise SEV-SNP. First, as the
public code omits security-critical definitions, we reverse-
engineer and map the bridge configuration landscape for a
particular IP. Our methodology relies on the architectural
convergence between AMD GPUs and CPUs, both of which
use the Infinity Fabric. We discover that, despite layout dif-
ferences, the functional register definitions for the fabric are
similar across GPU and CPU implementations. This insight
allows us to transpose the GPU Infinity Fabric documenta-
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tion found in the Linux kernel to the CPU context. Guided
by this documentation, we identify a security-critical bridge
configuration that controls the coherency attributes assigned
to externally connected IP blocks. We confirm that the PSP
functions as one such external IP within this framework.

Second, our analysis reveals a critical gap: a malicious hy-
pervisor can modify the bridge settings to alter the coherency
attributes of the PSP. By actively desynchronizing the PSP’s
coherence state, we can artificially induce a split memory
view between the PSP and the x86 cores. In this state, the PSP
bypasses caches to access DRAM directly, whereas x86 cores
operate on modified data retained within their caches, effec-
tively leaving the x86 cores with residual coherency states.
Consequently, a memory read initiated by the x86 cores re-
turns a different value than a concurrent read performed by the
PSP at the same physical address. This induced incoherency
poses severe security risks, particularly because the PSP acts
as an immutable Root of Trust.

Finally, we exploit this divergent view to: (i) hide data
updates from the PSP, effectively forcing it to use stale values
resident in DRAM; (ii) selectively flush cached x86 data to
DRAM, overwriting any legitimate state changes committed
by the PSP. We demonstrate that STALEUS bypasses SEV-
SNP guarantees. Specifically, we maliciously enable debug
privileges in a fully attested CVM, inject arbitrary code, and
bias the Linux kernel’s random number generator.

STALEUS is a part of a larger attack family named Inter-
connect Corruption Attacks (XCA), wherein a malicious hy-
pervisor reconfigures the Infinity Fabric. Contrary to its pre-
decessors Fabricked and BreakFAST [24, 56], STALEUS does
not redirect PSP memory transactions but instead alters their
coherence setting by virtue of a different root cause.

Contributions We introduce the first attack vector that ex-
ploits the configuration of Intellectual Property (IP) blocks
within AMD’s System Management Network (SMN). By
manipulating these configurations, we force the PSP into a
non-coherent state with respect to x86 DRAM, thereby com-
pletely breaking the integrity and confidentiality guarantees
of SEV-SNP. Furthermore, we provide the first analysis of the
SMN to contextualize the vulnerability. All code and data is
available at https://xca-attacks.github.io/staleus/

Responsible Disclosure. We responsibly disclosed our find-
ings to AMD in September 2025. They acknowledged the
vulnerability and assigned CVE-2025-54509.

2 Background

We introduce the AMD platform background, in particular
the relevant aspects that are integral to STALEUS.

2.1 SEV-SNP

SEV-SNP is AMD’s latest technology to enable confidential
VMs (CVMs). It guarantees the confidentiality of guest data
via memory encryption, while ensuring integrity through a
dedicated data structure known as the Reverse Map Table
(RMP). Residing in DRAM, the RMP maintains granular
security attributes for every 4KiB page within the system.
Microcode or hardware reads the RMP to verify whether a
memory access is consistent with access restrictions. This val-
idation occurs synchronously during every memory read or
write operation initiated by the CPU or I/O devices. Any unau-
thorized access triggers a hardware-level page fault. x86 cores
can change the RMP through specific assembly instructions
(e.g., RMPUPDATE) that check the legitimacy of each request.
The need for the RMP becomes apparent when examining the
hypervisor’s capabilities.

The hypervisor is in full control of the Second Level Ad-
dress Translation (SLAT) page tables and can maliciously
modify them. Earlier iterations (SEV and SEV-ES) proved
susceptible to these SLAT manipulation attacks [45, 46, 60].
With SEV-SNP, the RMP detects such malicious changes from
the hypervisor to the SLAT page tables to prevent the guest
from using malicious data. To achieve this, the RMP cross-
references SLAT translations against the reverse mapping
stored within the RMP to ensure consistency.

2.2 Platform Security Processor

SEV-SNP establishes its root of trust in a dedicated secure
co-processor known as the Platform Security Processor (PSP).
The PSP exposes a set of management APIs to the hypervi-
sor, facilitating guest creation and CVM lifecycle orchestra-
tion. Critical among these interfaces are the SNP_PAGE_MOVE,
SNP_DBG_ENCRYPT, and SNP_DBG_DECRYPT APIs. The for-
mer instructs the PSP to migrate a page between physical
locations in DRAM, strictly enforcing SEV-SNP invariants.
The hypervisor is permitted to invoke the latter two APIs ex-
clusively for CVMs where the owner has explicitly authorized
debugging. Guests verify the debug-enable status by querying
an attestation report generated by the PSP. AMD stores both
the attestation report and the debugging status within a secure
4KiB page in DRAM called the Guest Context Page. Write
access to the Guest Context Page is restricted solely to the
PSP, which encrypts the data using its private key. Conse-
quently, the write protection limits the hypervisor to reading
only the encrypted ciphertext of the Guest Context Page.

Physically, AMD integrates the PSP directly onto the CPU
SoC package. Designed as a lightweight co-processor, the PSP
is built upon the Arm architecture. More specifically, AMD
uses an Arm Cortex A5 processor. To facilitate interaction
with x86 cores and the memory subsystem, the PSP interfaces
via the AXI interconnect to the remaining parts of the system.
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Figure 1: High-level overview of an AMD SoC.

2.3 AMD Infinity Fabric

The AMD platform architecture comprises diverse heteroge-
neous components, including CPU cores, memory controllers,
and I/O subsystems.This disaggregated design requires the
need for a fast and reliable interconnect for performance. In-
troduced with the Zen architecture, AMD leverages the In-
finity Fabric, structurally divided into the Data Fabric (DF)
and Control Fabric (CF) [14]. Figure 1 shows a high-level
overview of Data Fabric components.

The Data Fabric serves as the primary transport layer, rout-
ing memory requests between master and slave endpoints
across the fabric. The Control Fabric, also known as the Sys-
tem Management Network (SMN), provides a configuration
plane to manage and modify Data Fabric transactions. Table 1
briefly introduces the most important IP units within an AMD
SoC. Due to its architecture as an Arm-based processor, the
PSP lacks native integration with the Data Fabric. To bridge
this architectural gap, AMD utilizes specialized bridges to
interface external IPs, such as the PSP, with the Data Fabric.
The SYSHUB functions as one such bridge, translating stan-
dard external bus protocols (e.g., AXI) into the proprietary
AMD SDP protocol.

2.4 Advanced eXtensible Interface (AXI)

The Advanced eXtensible Interface (AXI) is a high-speed
on-chip interconnect specification developed by Arm. Within
Arm-based SoCs, AXI serves as the primary fabric connecting
the CPU to memory controllers and various peripheral devices.
Arm architected the protocol to deliver high bandwidth and
low-latency communication between on-chip components.
Similar to contemporary bus protocols like TileLink, AXI
offers significant flexibility, supporting the transmission of
auxiliary signals alongside standard data and address lines.
Crucially for this work, the AXI standard optionally includes
a 4-bit field known as the AxCache signals [12].These four
bits define the caching attributes of the memory request and
instruct the memory controller not to snoop any caches when
the request arrives. According to the specification, this by-
pass behavior occurs specifically when bits AxCache[2] and
AxCache[3] are asserted [12].

Arm processors, which natively use AXI, are frequently
embedded as co-processors within larger, heterogeneous SoCs

(e.g., the AMD PSP). Consequently, protocol translation be-
comes essential to interface AXI with other, often proprietary,
system interconnects. Hardware units known as bridges facili-
tate this translation by mapping AXI transactions to the target
protocol. For instance, AMD integrates a dedicated bridge to
translate AXI traffic to the Scalable Data Port (SDP) proto-
col [9]. Given the distinct signal definitions across protocols,
these bridges transform signals based on their configuration,
potentially pruning or synthesizing signals for compatibility.

2.5 System Management Network (SMN)
The System Management Network (SMN), also known as
Control Fabric (CF), serves as the configuration backbone for
all IP blocks on the AMD platform [14]. Although AMD docu-
ments the SMN sparsely, analysis of open-source repositories
indicates it plays a pivotal role in platform initialization [5,9].
Architecturally, the SMN spawns a 4GiB address space that
directly maps to the hardware registers of various on-chip
IPs. Multiple IPs read and modify the SMN to execute their
specific management functions [14]. For instance, the PSP
leverages the SMN to configure security barriers within the
memory controller, thereby enforcing SEV-SNP semantics [5].
The mechanism for accessing the SMN varies depending on
the originating IP. Typically, the PSP maps the SMN directly
into its own address space, whereas x86 cores interface with
the SMN via a data/index register pair located in the PCIe
configuration space [5, 6].

Given that the SMN houses security-critical configuration
parameters (e.g., memory controller security settings), it en-
forces a strict access control model. Transactions initiated
by x86 cores via PCIe configuration registers are assigned
security level 7, effectively the least privileged state [6]. Con-
trary to this, accesses originating from the PSP are granted the
highest privilege level [5]. Should x86 cores attempt to access
a protected SMN register, the request is denied, returning a
dummy value of 0x0 or 0xffffffff.

2.6 Memory Coherence
Memory coherence constitutes a fundamental requirement for
modern heterogeneous computing platforms. Distinct agents,
including multiple CPU cores, external I/O peripherals, and
internal co-processors such as the PSP, all contend for ac-
cess to DRAM. Coherence protocols ensure that each agent
maintains a consistent view of system memory, irrespective
of local caching states. AMD enforces this coherence within
its Coherent Slave (CS) units, as illustrated in Figure 2. Upon
receiving a memory request targeting DRAM, a CS unit broad-
casts probe requests to all system agents to verify if the target
data is currently cached. If a cache holds the requested line, it
responds to the probe by supplying the most recent data.

While effective, these broadcast probe requests generate
substantial interconnect traffic, increasing latency for DRAM
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Table 1: Brief description of Infinity Fabric components.
State Usage

CCM Core/Cache Coherent Master units handle incoming requests from x86 CPU cores residing in the CCX units.

IOMS I/O Master Slave units combine the master (source) and slave (destination) IP in one instance. They connect
the I/O subsystem with the remaining parts of the \df and can act as the source or destination of transactions.

CS Coherent Slave units are the destination for memory requests targeting DRAM.
They ensure memory coherency and perform access controls.

UMC Unified Memory Controller handles the physical configuration of the DRAM.

IOHUB Routing crossbar that organizes and routes traffic coming from I/O devices.

SYSHUB Routing crossbar that translates incoming transactions from external IPs into AMD’s bus protocol.

PSP

CS UMC

x86 core

x86 core

cache

cache

x86 core cache

1. memory
write

DRAM

2. cache
snoop

CPU SoC

3. return dirty data

Figure 2: Memory coherence when the PSP writes to x86
DRAM. 1. PSP write arrives at CS block. 2. CS block snoops
x86 caches to invalidate potential dirty data. 3. The x86 core
responds with dirty cache data and marks the cache line as
clean in its cache.

reads and writes. To mitigate this overhead, CS units incor-
porate a System Probe Filter (SPF) designed to minimize
unnecessary snoop traffic [3]. The SPF maintains a direc-
tory of every cache line currently resident in system caches
that maps to the DRAM managed by that CS unit. When a
memory request arrives, the CS consults the directory and dis-
patches directed probes only to specific holders, or suppresses
probing entirely if the line is uncached. This use of selective
probing yields significant performance gains [4]. However,
for advanced optimization, specific memory transactions are
permitted to bypass the coherence mechanism entirely. For in-
stance, PCIe devices can assert the NoSnoop attribute within
the TLP header to request a non-coherent transaction [49]. If
such a request reaches the CS unit, it bypasses the SPF con-
sultation and is forwarded directly to the memory controller,
regardless of whether the line is dirty or resident in x86 caches.
While this creates an intentionally non-coherent data view, it
offers critical latency benefits for specific workloads.

3 Overview

We introduce the high-level workings of the STALEUS attack.

IOHUBSYSHUBPSP
AXI
 to

 SDP

SDP

Crossbar

AXI
Data
Fabric

Figure 3: Data flow within the SYSHUB components con-
necting the PSP with the Data Fabric.

3.1 Threat Model

We operate in the AMD-defined SEV-SNP threat model [7].
We trust the hardware, AMD-supplied firmware, and the soft-
ware within the CVM. All other components in the system,
especially the hypervisor, are untrusted and act maliciously
to violate the integrity or confidentiality of CVMs. The hy-
pervisor has access to the initial CVM boot image such that it
can bootstrap the CVM correctly.

3.2 STALEUS Attack

The SYSHUB serves as AMD’s architectural gateway for
integrating third-party IP blocks into the Data Fabric. Among
other functions, it converts standard AXI transactions into
AMD’s proprietary Scalable Data Port (SDP) bus protocol.
Our reverse engineering efforts reveal that the SYSHUB ser-
vices multiple clients, all of which interface via an internal
crossbar (see Section 4.1). Crucially, the PSP functions as one
of these clients whenever it initiates access to the Data Fabric
(e.g., targeting x86 DRAM).

The SYSHUB is responsible for translating PSP AXI sig-
naling into compatible SDP signals. Figure 3 visualizes this
data flow from the PSP through the SYSHUB to the Data
Fabric. Because the translation from AXI to SDP is not a
one-to-one mapping, and given that data and control signals
possess differing widths, the SYSHUB must aggregate spe-
cific AXI data lines or synthesize new SDP-specific signals.
The SMN configuration for the SYSHUB exposes control
bits that define how the cache coherence attributes propa-
gate to the SDP interface. Modifying this configuration alters
the memory coherence properties of the PSP with respect
to x86 DRAM. PSP memory requests tagged with the NoS-
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Figure 4: a) PSP memory requests targeting DRAM are non-
coherent. b) x86 cores directly or indirectly flush cache lines
to DRAM and overwrite PSP data.

noop attribute result in the transactions ignoring dirty data
residing in x86 caches. Figure 4 visualizes the non-coherent
PSP memory accesses. As depicted in a), the PSP accesses
DRAM directly, disregarding whether an x86 core currently
holds the corresponding cache line. This behavior establishes
an incoherent memory view between x86 cores and the PSP.
Figure 4 b) demonstrates the consequence, where x86 cores
have residual dirty cache states not updated by the PSP write.
When the core subsequently flushes its cache lines (directly
or indirectly) to DRAM, the dirty x86 data overwrites the data
previously written or read by the PSP.

In STALEUS, we demonstrate how an attacker can exploit
non-coherent PSP memory accesses to compromise SEV-SNP.
Crucially, this non-coherent access manifests only when x86
cache and DRAM data are divergent. We distinguish two sce-
narios: (i) If the PSP reads x86 DRAM without regarding x86
caches, it retrieves stale data. (ii) If the PSP writes to DRAM
while x86 caches hold corresponding lines dirty, a subsequent
cache flush will overwrite the PSP-committed data. We lever-
age this primitive to forge a critical CVM metadata structure,
the Guest Context Page. By utilizing a forged Guest Context
Page, we gain the ability to read and write arbitrary CVM
memory, effectively violating SEV-SNP security guarantees.
Our attack achieves a 100% success rate and does not re-
quire single-stepping. We evaluated STALEUS across multiple
CPU generations, identifying the two latest AMD architec-
tures available at the time of writing as vulnerable. Table 2
details the specific CPU models and Platform Initialization
(PI) versions vulnerable to STALEUS.

Table 2: AMD processors vulnerable to STALEUS.

Generation Test CPU Launched Platform Init

Zen 4 EPYC 9124 10/11/2022 1.0.0.F
Zen 5 EPYC 9135 10/10/2024 1.0.0.0

4 Reverse Engineering

We discuss the discovery of our attack and how we abuse the
missing memory coherence to break PSP invariants.

4.1 Discovery
The PSP interfaces with the Data Fabric through a complex
network of internal bridges and IP blocks. While the precise
topology of the data flow within AMD’s SoC remains propri-
etary, we can reconstruct parts of the architecture by gathering
information from publicly released source code and technical
documentation. A primary source for this reconstruction is
openSIL, which handles early x86 silicon initialization [9].
The openSIL codebase exposes numerous SMN configuration
registers that the UEFI programs during the boot sequence.
A small subset of these registers belongs to the SYSHUB
bridge, the likely interface point for the PSP. Specifically,
openSIL identifies this bridge as A2S_CNTL, a component
within the SYSHUB bridge. We hypothesize that this unit
manages the AXI-to-SDP translation for various external com-
ponents connected to the chipset, including the PSP [5, 9, 14].
Since openSIL defines only the A2S_CNTL_SW0_SDP_WR_-
CHAIN_DIS configuration, we extended our search to other
public AMD documentation to uncover additional configura-
tion options within the A2S_CNTL SMN region.

Both AMD CPU and GPU architectures leverage the In-
finity Fabric as a common interconnect. Consequently, they
likely integrate identical or analogous hardware blocks. By
querying the Linux kernel source for the string A2S_CNTL,
we discovered GPU headers defining internal A2S_CNTL pa-
rameters for the GPU SYSHUB [58]. However, because
these headers correspond to the Vega GPU generation (re-
leased in 2017), the North Bridge Interface (NBIF), which
houses the SYSHUB, has likely evolved. As a result, the
exact offsets cannot be derived directly from the Linux head-
ers. Nevertheless, given the persistence of A2S_CNTL SMN
registers in both Vega and Zen 5, it is highly probable that
several Vega-era registers persist in Zen 5, despite the lack
of public documentation. We isolated the A2S_CNTL_CL0__-
NSNOOP_MAP control, defined in drivers/gpu/drm/amd/in-
clude/asic_reg/nbif/nbif_6_1_sh_mask.h, as a poten-
tially security-critical register [58]. According to the header
definition, the NSNOOP_MAP control occupies the two least sig-
nificant bits of the A2S_CNTL_CL control register. Based on
this nomenclature, we hypothesize that this register controls
the SDP NoSnoop attribute. Although the IP configuration
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definitions in the Linux kernel are specific to the Vega se-
ries, if this register persists on Zen CPUs, is mutable by the
hypervisor, and effectively controls the PSP connection to
the SYSHUB, it could be exploited to violate PSP security
assumptions. To summarize:

1. AMD connects the PSP through the SYSHUB with the
Data Fabric

2. The SYSHUB contains an AXI to SDP bridge

3. The SMN exposes a A2S_CNTL configuration range in
the SYSHUB IP AXI-to-SDP bridge.

4. The A2S_CNTL allows the definition of the cache coher-
ence attributes for SDP memory requests

4.2 Finding the NoSnoop Bit
We hypothesize that the A2S_CNTL_CL0__NSNOOP_MAP con-
figuration persists in the Zen CPU architecture and governs
the memory coherence attributes of the PSP. In the next step,
we validate this hypothesis. We analyze the SYSHUB SMN
address space for Zen 5. The AMD EPYC platform for Zen 5
integrates four distinct SYSHUBs, each allocated a dedicated
1MiB region within the SMN [9]. Because AMD documenta-
tion does not specify which SYSHUB interfaces with the PSP,
we systematically analyze all four regions. These SYSHUB
blocks occupy contiguous 1 MiB address spaces starting at
0x01400000, 0x01500000, 0x01600000, and 0x01700000,
respectively [9]. The Linux kernel defines a default initial-
ization value, 0x2a80540, for the A2S_CNTL_CL0 register in
Vega GPUs. Remember that the value includes the NoSnoop
field configuration in the two least significant bits. Scanning
the Zen 5 SMN address space for this specific value yields
six partial matches. All six matches reside within three of
the SYSHUB address ranges and share identical offsets of
0x3a90 or 0x3a94. Upon closer inspection, we identify 18
values in the range 0x3a80 to 0x3ac4 which likely corre-
spond to A2S_CNTL_CL0 to A2S_CNTL_CL17. From this, we
infer that the Zen 5 SYSHUB supports 18 internal clients, a
significant expansion from the five clients (CL0–CL4) doc-
umented in the Vega GPU headers. If our hypothesis holds
that the PSP is one of these 18 clients, we should be able to
manipulate its memory coherence attributes by modifying the
two least significant bits of the corresponding register.

We observe that for all identified clients (CL0–CL17), the
two least significant bits are initially cleared. In our first ex-
periment, we toggle the least significant bit for all 18 clients
across all four SYSHUBs. This modification results in PSP
error messages when attempting to invoke PSP API calls from
the hypervisor. Detailed analysis of this behavior confirms
that the faults stem from the PSP consuming stale data from
DRAM, ignoring the most recent updates residing in x86
caches. In other words, we change PSP memory access to x86
DRAM to be non-memory coherent.

Identifying the PSP. In the final phase of our analysis, we iso-
late the specific client index assigned to the PSP and identify
its corresponding SYSHUB. For the experiment, we system-
atically toggle bits within the A2S_CNTL_CL-X range across
distinct SYSHUBs, followed by a PSP API invocation. We
observed API failures exclusively when the least significant
bit was flipped for SYSHUB #2 at offset 0x3AA8, a register
likely corresponding to A2S_CNTL_CL10. Consequently, we
infer that the PSP is architecturally located behind SYSHUB
#2, operating as client 10 on the internal crossbar.

5 STALEUS Building Blocks

We introduce the building blocks for the case studies by show-
ing how we abuse the non-coherent PSP in SEV-SNP.

5.1 Abusing Missing Memory Coherence
We demonstrate how non-coherent PSP memory requests in-
duce observable architectural state changes. We induce this
loss of coherence in PSP memory transactions by modifying
the SYSHUB SMN configuration. Without memory coher-
ence, the PSP may read or write stale data when accessing
x86 DRAM. The hypervisor has the privilege to alter these
PSP coherence settings at any arbitrary point in time.

Enabling the NoSnoop configuration forces the PSP to ac-
cess DRAM directly, bypassing x86 cache snooping. If x86
caches do not contain lines corresponding to the data the PSP
accesses, this non-coherence produces no side effects. This
occurs because DRAM already holds the most recent data,
and no divergent entries exist within the x86 cache hierarchy.
Therefore, for the NoSnoop attribute to manifest a side-effect,
x86 cores must cache the specific data region that the PSP tar-
gets. In summary, two preconditions must exist for the altered
PSP memory coherence to result in a divergent memory view
between the PSP and x86 cores:

1. The x86 cores previously wrote data to a target page,
leaving dirty lines in its cache.

2. The PSP subsequently attempts to read from or write to
that same page.

If both conditions are met, the missing memory coherence
violates PSP security invariants, which will ultimately lead
to a break of SEV-SNP as we show later. Figure 5 shows the
PSP memory access with and without memory coherence for
both reads and writes.
PSP reads. Figure 5 a) shows the cache and DRAM states
for coherent and non-coherent PSP reads. The PSP operates
on x86 DRAM to fulfill its management tasks (e.g., CVM cre-
ation/initialization). During these operations, the RMP guar-
antees the PSP exclusive write access to the target DRAM [7].
This follows security best practices to mitigate ToCToU-type
vulnerabilities. However, when the PSP reads from DRAM
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Figure 5: (a) The PSP reads DRAM. If the PSP memory
requests are non-coherent, it will read stale DRAM data. (b)
PSP writes DRAM. If the PSP memory requests are non-
coherent, it will overwrite stale DRAM data. A future cache
flush will overwrite the PSP written data.

without regarding dirty x86 cache lines, it may retrieve stale
data. Consequently, the x86 cores view a more recent version
of the memory content than the PSP does.
PSP writes. Figure 5 b) shows the cache and DRAM state for
coherent and non-coherent PSP writes. When PSP writes carry
the NoSnoop attribute, they target DRAM directly, bypassing
the x86 cache snoop mechanism. Thus, there may still be dirty
data in the x86 caches. Once the PSP completes its write oper-
ation, the x86 cores will eventually evict this dirty data back
to DRAM. This write-back process causes stale cache data
to overwrite DRAM regions that should seemingly remain
write-protected against x86 access. Thus, this flush overwrites
the fresh data the PSP wrote during its non-coherent write
sequence.

5.2 RMP Entry Cache Flush

STALEUS requires the PSP to access pages that have been
previously written by x86. However, before the PSP accepts
a page for use, the hypervisor must set the lock bit using
RMPUPDATE. This ensures exclusive PSP access to the page
enforced by the RMP. For STALEUS, an attacker needs to
change the RMP state of the page holding the dirty cache
lines. This poses a problem, since prior research demonstrates
that AMD caches RMP entries directly within the x86 cache
hierarchy [13]. However, we need to ensure that the PSP reads
the latest RMP state but not the latest copy of the page used
for the attack.

The hypervisor cannot use clflush to synchronize the
RMP entry cache with DRAM, since microcode accesses
and caches the RMP based on the physical address [52]. Fur-
ther, mapping the RMP in the x86 address space and using
clflush on the virtual address does not work, as we exper-

1 static void clflush_rmp_entry_of_hpa(u64 hpa){
2 u64 rmp_base , rmp_entry_hpa;
3 rdmsrl(MSR_AMD64_RMP_BASE , rmp_base);
4 rmp_entry_hpa = rmp_base + 0x4000 + ((hpa >> 8));
5

6 u64 rmp_entry_aligned = rmp_entry_hpa & ~0xFFFull;
7 // map with c-bit
8 u64 rmp_entry_virt = 0xFFFFFFFFFFF0F000;
9 map_physical_to_virtual(rmp_entry_aligned ,

rmp_entry_virt , (1ull << 51));
10 u64 *rmp_entry_virt = (u64*)(rmp_entry_virt + (

rmp_entry_hpa & 0xFFF));
11 READ_ONCE(*rmp_entry_virt);
12 }

Listing 1: Flush an RMP entry from the x86 caches.

imentally confirm. To resolve the problem, we leverage in-
sights from previous works [17,25]. Specifically, by accessing
the RMP entry with a physical address where we set the C-
bit (encrypted bit), we indirectly instruct the Coherent Slave
(CS) unit to flush all corresponding non-C-bit (unencrypted)
cache lines to DRAM. In essence, we trigger an encrypted
memory read of the RMP entry to force the eviction of the
non-encrypted RMP entry from the caches.

We investigated this behavior further to identify the ar-
chitectural root cause overlooked by previous work [17, 25].
Architecturally, the CS blocks integrate System Probe Fil-
ters (SPFs). These SPFs maintain a directory, organized by
line and region, tracking all active system cache lines associ-
ated with data managed by that CS unit [4]. Upon receiving
a request with the C-bit set, the CS block appears to invali-
date all region directory entries for the corresponding non-C-
bit values. Depending on the interleaving configuration, this
mechanism impacts a region ranging from 256 bytes up to
2KiB [25].
Implementation We implement the selective flush as a Linux
kernel function shown in Listing 1. Using calculations from
previous work, we compute the base address of the RMP entry
belonging to a host physical address (hpa) [52]. In the next
step, we page-align the returned value and create a page table
mapping. The page table mapping directly modifies the CR3
register in the kernel and sets bit 51, the c-bit, as part of the
physical address. The c-bit acts as a notifier to the memory
controller to encrypt the data associated with the physical
address. We add the page offset to the virtual address in line
10 and perform the memory read in line 11. After the read,
the modified RMP entry will be written back to DRAM, and
the caches are synchronized for that cache line.

5.3 Forging Guest Context Pages

The PSP allocates a dedicated page, called the Guest Con-
text Page, to store metadata for each CVM. The PSP keeps
exclusive control over this page. Given that the Guest Con-
text Page houses highly sensitive data, such as the attestation
report, the PSP protects it using inline AES encryption [5].

7



Hypervisor x86 Caches DRAM

Step 1: Poisoning Dirty Cache Line
(Malicious)

Dirty Cache Line
RMP: PSP

Old Data

Old Data
RMP: HypervisorStep 2: RMPUPDATE

Step 4: GCTX Create Valid PSP Data
(Encrypted)

no write back

Valid PSP Data
(Encrypted)

Valid PSP Data
(valid RMP)(Evicted)Step 5: Overwrite

Dirty Cache Line
RMP: PSP

Old Data
RMP: PSPStep 3: Flush RMP

coherent

(b)

Hypervisor x86 Caches DRAM AMD PSP

Step 1: Poisoning Dirty Cache Line
(Malicious)

Dirty Cache Line
RMP: PSP

Old Data

Old Data
RMP: HypervisorStep 2: RMPUPDATE

Step 4: GCTX Create Dirty Cache Line
(Malicious)

no write back

Valid PSP Data
(Encrypted)

Malicious Data
(valid RMP)(Evicted)Step 5: Overwrite

Dirty Cache Line
RMP: PSP

Old Data
RMP: PSPStep 3: Flush RMP

Initialize Guest
Contextincoherent

AMD PSP

Initialize Guest
Context

(a)

Figure 6: STALEUS attack to forge a Guest Context Page: (a) Attack flow with a non-coherent PSP after Step 3. (b) Benign flow
with a memory coherent PSP.

This inline encryption mechanism utilizes the PSP’s internal
encryption engine and keys, rather than relying on standard
memory controller-based encryption. Prior research, corrobo-
rated by our experiments, indicates that AMD employs neither
AES-ECB nor AES-GCM, as the ciphertext reveals location
dependence and lacks integrity protection [21]. SEV-SNP
guest security relies fundamentally on the invariant that ex-
actly one Guest Context Page exists for each Address Space
Identifier (ASID), which serves as the unique CVM identifier.
Thus, AMD enforces a strict bijective binding between the
ASID and the Guest Context Page. The Guest Context Page
contains the attestation report alongside the GuestPolicy
fields. This 32-bit GuestPolicy value defines the security
attributes of the guest. The debug-enable bit is part of the
GuestPolicy. When set, this flag authorizes the hypervisor
to read and write arbitrary CVM memory.

Figure 6 a) depicts the attack flow as well as the benign
flow without STALEUS in b). We introduce the attack steps.

1. Poisoning: To instantiate a new CVM, the hypervisor first
reserves a future Guest Context Page. Given the security rel-
evance of the Guest Context Page, only the PSP holds the
capability to initialize and control it. However, prior to trans-
ferring the page to the PSP, the hypervisor has unrestricted
access. During this window, the hypervisor actively seeds
dirty cache lines targeting that specific page.

2. RMPUPDATE: The PSP only operates on pages it has
exclusive access to. Consequently, the hypervisor employs
RMPUPDATE to transfer page ownership to the PSP. RM-
PUPDATE transitions the page state, effectively revoking
write permissions for x86 cores. Crucially, the updated RMP
entry remains within the x86 caches, leaving DRAM with a
stale RMP state copy.

3. Flush the RMP: To synchronize the cached RMP entry
with DRAM, the hypervisor can leverage the insights detailed
in Section 5.2. By accessing the RMP entry with the C-bit set,
the hypervisor forces the hardware to flush the RMP entry
cache line to DRAM.

4. Page Move: The hypervisor now activates STALEUS to ren-

der the PSP non-memory coherent. Subsequently, it invokes
the SNP_GCTX_CREATE PSP API to initiate the Guest Context
Page creation. PSP source code analysis reveals that the PSP
prepares the new Guest Context Page by zeroing the memory
and flagging it as uninitialized [5]. As the PSP constructs the
new Guest Context Page, it operates under the assumption
that x86 cores possess no further access to the page.
5. Overwrite: Finally, the hypervisor triggers a flush of the
x86 caches, either directly (e.g., via wbinvd) or indirectly
(e.g., via natural eviction), overwriting the content of the
Guest Context Page. Because the PSP successfully promoted
the page to a Guest Context Page state, the RMP metadata
remains valid. Nevertheless, the stale x86 data corrupts the
actual page content. Effectively, creating a second valid Guest
Context Page for a CVM with hypervisor-controlled content.

5.4 Dropping Guest Writes

We show how an attacker can leverage STALEUS to selectively
drop arbitrary CVM writes to DRAM. CVM operations rely
on CPU-based caching to minimize DRAM access latency.
Consequently, when a CVM yields control to the hypervisor
for management tasks (e.g., handling I/O or timer interrupts),
the caches retain dirty data written by the guest. Without
STALEUS, the caching poses no security risk; the platform
ensures coherency during eviction or concurrent access. How-
ever, we show how STALEUS allows an attacker to drop the
writes in the caches.

Consider a scenario where the CVM writes data, render-
ing the corresponding cache lines dirty. We denote the page
hosting this dirty data as the Pagev. The data resides within
the L1/L2/L3 caches. Immediately following this write, the
CVM exits to the hypervisor (e.g., triggered by a timer in-
terrupt [61]). Thus, the CVM-written data remains dirty in
the caches, leaving the physical DRAM with outdated con-
tent. The hypervisor then activates STALEUS, forcing PSP
writes to be non-coherent. Next, it invokes the SNP_PAGE_-
MOVE API. The API call takes a page as source, which we
denote as Pages, and a page as destination, which we denote
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Figure 7: STALEUS attack to drop CVM writes. The light-
ning indicates we activate STALEUS and make the PSP non-
coherent.

as Paged . The hypervisor passes the Pagev as Pages and a
hypervisor-controlled page as Paged . As the PSP executes
the SNP_PAGE_MOVE call, it reads Pages data directly from
DRAM. Since the PSP bypasses the x86 caches, it retrieves
stale data that lacks the recent CVM writes. Upon completion,
the hypervisor reconfigures the SLAT page tables, redirecting
the CVM to Paged . Paged contains only the stale DRAM
data, while the actual updates residing in Pages cache lines
eventually flush to the now-abandoned DRAM location From
the perspective of the CVM, these writes effectively vanish.
Figure 7 shows the data flow.

5.5 Overwriting Guest Memory

Using STALEUS, we demonstrate how an attacker can over-
write CVM memory. The hypervisor initiates the attack by
writing data to a hypervisor-controlled Paged . This action
fills the x86 caches with dirty lines corresponding to this
page. Next, it employs RMPUPDATE to transition the Paged
into a PSP-owned state. This step ensures the SNP_PAGE_-
MOVE API accepts the Paged . Leveraging insights from Sec-
tion 5.2, the hypervisor selectively flushes only the RMP entry
to DRAM. As the PSP migrates guest data from the Pages to
the Paged , the x86 caches retain the dirty data targeting the
Paged . The eventual eviction of these x86 cache lines over-
writes the Paged , corrupting the valid guest data. This directly
violates SEV-SNP’s integrity guarantees. However, because
SEV-SNP encrypts these pages, the hypervisor lacks direct
control over the plaintext produced when the guest decrypts
this overwritten data. Figure 8 shows the attack steps. Sec-
tion 6.3 describes how an attacker can circumvent encryption
and use the primitive to inject arbitrary data.
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Figure 8: STALEUS attack to overwrite CVM memory. The
lightning indicates we activate STALEUS and make the PSP
non-coherent.

6 Case Studies

Our setup consists of a Zen 5 EPYC 9135 16-core proces-
sor with 32 GiB DRAM. The platform runs AMD AGESA
PI version 1.0.0.0 with microcode revision 0x0b002116 and
SEV-SNP ABI version 1.55:44. We use each of the primi-
tives from Section 5 to break SEV-SNP.

6.1 Enabling Debug Mode
We use STALEUS to achieve arbitrary read/write within a
CVM by enabling debug mode on production-level instances.
Our attack consists of two phases.
1. Offline Phase. We first boot a CVM image with the debug-
enable bit set. If a guest queries the attestation report, it will
indicate that the PSP allows hypervisor debugging for this
CVM instance. Thus, the guest would refuse to use the CVM
and load any confidential data in it. However, we only use this
CVM boot to snapshot the Guest Context Page of the CVM.
We can read the ciphertext of the Guest Context Page. This is
possible since the PSP only encrypts is but the RMP enforces
the write-protection. We save the Guest Context Page content
to a dedicated page in DRAM that we reserve during boot,
such that we can later replay it. We shut down the CVM such
that the PSP allows reusing the ASID.
2. Online Phase. We boot the benign image with the exact
configuration that the guest requested. Importantly, we modify
KVM such that it reuses the same ASID for this boot process
that it used for the previous one. By default, KVM monotoni-
cally increments ASIDs because reusing ASIDs requires an
API call to the PSP to flush Data Fabric caches [7]. Once the
guest image is fully booted, we a correct Guest Context Page
page associated with the guest. The Guest Context Page hosts
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1 /* create dirty cache entries*/
2 memcpy(new_gctx_virt_addr , memcpy_virt_addr , 0x1000);
3 rmpupdate_firmware(new_gctx_phys_addr);
4 clflush_rmp_entry_of_hpa(new_gctx_phys_addr);

Listing 2: Attack code to create dirty cache lines pointing to
a future Guest Context Page and update the RMP.

the correct attestation value and has no debug bit set. Thus,
when supplying the SNP_DEBUG_DECRYPT or SNP_DEBUG_EN-
CRYPT commands with the benign Guest Context Page, they
refuse to execute.

We use STALEUS to create a new malicious Guest Context
Page using the primitive from Section 5.3. When creating the
new Guest Context Page, we use the same physical address
that we used when creating the snapshot. This is necessary
since the PSP uses tweak values, similar to the memory con-
troller, when encrypting data. Thus, if we chose a different
address for the Guest Context Page, the content would be ran-
domized, and the ASID would likely not match. However, as
we chose the same physical address, the new Guest Context
Page will have the same ASID as the current guest, but will
have the debug-enable bit set. Subsequently, we can use the
SNP_DEBUG_DECRYPT and SNP_DEBUG_ENCRYPT APIs, with
the forged Guest Context Page to read and write arbitrary
guest memory. Thereby violating SEV-SNP guarantees. The
attack is deterministic and works 100% of the time.
Implementation. We boot the Linux host kernel with a 1GiB
reserved memory region at 0x300000000. We modify the
Linux kernel not to exclude the reserved memory for SEV-
SNP. We adjust the ASID assignment of the CVM guests in
the Linux kernel to always assign ASID 1 to a CVM. As we
will reuse the ASID, we also add a PSP API call that flushes
the Data Fabric caches. The PSP checks that this API call
executes before allowing an ASID reuse. Lastly, we modify
the __sev_do_cmd_locked function to execute wbnoinvd to
make x86 writes visible to the PSP. This is necessary; the
PSP would otherwise use stale command data and not execute
the correct API call when the NoSnoop bit is set. After the
wbnoinvd call but before making the final MMIO write to
notify the PSP that all data is ready, we insert our attack code
shown in Listing 2.

6.2 Poisoning Linux Randomness
We drop CVM Linux kernel writes in get_random_bytes_-
user using STALEUS. Many cryptographic userspace li-
braries use the function to obtain secure random numbers
needed for seed generation. By reverting the write with se-
cure random data from the Linux kernel, we effectively leave
the userspace application with whatever randomness was
previously in the page. To reset the write, we intercept the
get_random_bytes_user from the hypervisor. This can be
achieved using SLAT page faulting techniques from previous

1 smn_iohub_psp_a2s_ctrl_toggle_zen5();
2 swap_from_src_to_dst(kvm, hpa, 0x300005000 , a0);
3 smn_iohub_psp_a2s_ctrl_toggle_zen5();
4 pr_info("swap from src to dst done\n");
5 swap_from_src_to_dst(kvm, 0x300005000 , hpa, a0);
6 pr_info("swap from dst to src done\n");

Listing 3: Attack code to drop writes from a CVM.

work [53, 54, 67, 68]. Once the function is intercepted, we
execute wbinvd on all Linux cores. This is to ensure that the
victim page does not hold other data that has not been writ-
ten back to DRAM yet. Once we enter the guest again, we
intercept it again after get_random_bytes_user copied the
random bytes to userspace using copy_to_iter. When inter-
cepting the guest the second time, we execute a page move of
the userspace buffer where we disable PSP coherence. Thus,
the PSP uses the stale data from DRAM as source when exe-
cuting SNP_PAGE_MOVE. We enable PSP coherence again and
revert the move so we do not have to adjust the SLAT page
tables. After doing so, we have effectively skipped the effect
of copy_to_iter in the CVM guest kernel. The userspace
buffer has the same content it had before requesting random
numbers from the Linux kernel. Thereby, we bias the random
number usage of cryptographic libraries.
Implementation. We implement the attack in ∼235 LoC
in the Linux host kernel. Listing 3 shows the host control
code to perform the PSP non-coherence setting and swapping.
We instruct the PSP to move the Pagev non-coherent to host
physical address 0x300005000. Subsequently, we revert the
operation but with a coherent PSP.

6.3 Code Injection

We achieve arbitrary guest memory write, but using a differ-
ent PSP API. Instead of relying on the debug-enabled APIs,
we use SNP_PAGE_MOVE. Since this API may be optionally
disabled by the guest due to previous attacks, we may use the
mechanism from Section 5.3 to create another Guest Context
Page page where the API is not disabled. Subsequently, we
can supply the PSP with the malicious Guest Context Page
when calling SNP_PAGE_MOVE to evade the restrictive guest
policy in the original Guest Context Page.

An attacker can inject malicious code or data into the
CVM address space. Prior work showed how CVM I/O in-
terfaces can be used to bring attacker data into the CVM
address space [46, 55]. To simplify exploit development, we
omit single stepping and data injection in our implementa-
tion. We use the SNP_PAGE_MOVE API to move an already
present payload within the guest CVM to the host physi-
cal address 0x300001000. We snapshot the ciphertext at ad-
dress 0x300001000, containing the encrypted payload with
the CVM key. Next, we use SNP_PAGE_MOVE to revert the
initial move operation. After the PSP command finishes, we
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1 /* create dirty cache entries*/
2 memcpy(0x300001000 , ciphertext_snapshot , 0x1000);
3 rmpupdate_pre_guest(0x300001000 , ASID , icmp_rcv_gpa);
4 clflush_rmp_entry_of_hpa(0x300001000);

Listing 4: Attack code to create dirty cache lines pointing to
a future CVM page and update the RMP.

use SNP_PAGE_RECLAIM to transition address 0x300001000
back to the hypervisor state. This is necessary so we can write
to page 0x300001000 and create dirty cache lines in the next
step. As a final step, we move the CVM victim page contain-
ing the icmp_rcv function to physical address 0x300001000.
Before the final notification to the PSP to execute the API call,
we disable the PSP memory coherency and create dirty cache
lines pointing to address 0x300001000. To do this, we use the
Linux memcpy function and copy the snapshotted ciphertext
to said address. When the PSP executes the SNP_PAGE_MOVE
operation, it operates on DRAM, and thus, x86 cache lines
remain untouched. Once the PSP completes, we make the
PSP memory coherent and use SNP_PAGE_MOVE to revert the
previous move. However, since the PSP is coherent again,
it now snoops the x86 caches. After completion, icmp_rcv
page contains the plaintext we injected using the ping pack-
age. We have successfully achieved code injection into the
CVM.
Implementation. We implement the attack in a kernel mod-
ule with 653 LoC. The changes to the host Linux kernel
are limited to the __sev_do_cmd_locked function and its
helpers and amount to ∼135 LoC. We add the code in List-
ing 4 shortly before invoking the PSP page move API. Thus,
we create the dirty cache lines as close as possible to the PSP
API call to avoid potential eviction.

7 System Management Network

To contextualize the found vulnerability, we perform an initial
SMN exploration. We analyze the security of the SMN and
the number of accessible registers to the hypervisor.

7.1 Accessing the SMN
x86 cores access the SMN through a pair of index/data reg-
isters on the IOHUB. These IOHUB registers are embedded
into the PCIe configuration space of an AMD internal device.
The documented access is on every PCIe root port configu-
ration space at offset 0x60 for the index and 0x64 for data.
Kernel commits by AMD engineers unveil that there are other
undocumented register offsets that can also be used to access
the SMN [10].

For access, the x86 core writes the SMN address to read or
write in the index register using a regular mov instruction. A
subsequent read or write to the data register reads or writes to
the respective SMN address. The access is subject to AMD’s

Table 3: Non 0x0 or 0xffffffff SMN registers.
Generation Test CPU Platform Init SMN register count

Zen 3 EPYC 7313 1.0.0.D 7417149
Zen 4 EPYC 9124 1.0.0.F 10209230
Zen 5 EPYC 9135 1.0.0.0 8609596

SMN security policy, and only a subset of the SMN registers
is accessible to the hypervisor.

Security within the SMN. AMD defines 7 distinct security
levels within its SMN, whereas 7 is the least and 0 the most
privileged [5, 6]. The security level defines the access per-
missions for the SMN. Each SMN register (4-byte) likely
has an assigned security level, and only when the security
level of the requester is equal to or below the assigned level
can it read or write the register. Access through the root port
PCIe configuration space registers has a security level of 7,
which is the least privileged. The PSP has the capability of
directly mapping SMN address ranges into its address space.
These accesses by the PSP have security level 0, which is the
most privileged [5]. AMD implicitly documents the security
level of other on-chip components that have security levels
in between (e.g., System Management Unit (SMU) or x86
microcode with security level 2). Important for STALEUS is
which functional unit performs the security level controls. Our
timing analysis shows that despite insufficient privileges to
read certain SMN regions, we see differences in the cycle
count when accessing those. This indicates that the access
checks happen in a decentralized manner at an IP level. If that
is the case, it raises the question of how and if the security
level can be dynamically configured.

7.2 SMN compared to MSRs

Model Specific Registers control core-related configuration
options for x86 cores. Reading or writing MSRs triggers a
microcode routine that accesses the respective MSR data. De-
pending on the type of MSR accessed, the data may reside in
a per-CPU exclusive SRAM or in DRAM [5, 31]. MSRs are
scoped only to change x86-related controls and are indepen-
dent of the bus architecture connecting the cores. Contrarily,
the SMN exposes controls for almost every IP on the plat-
form and even embeds certain MSR controls [14, 19]. Thus,
the SMN acts as a superset of the MSR configuration. The
MSR space consists of a few thousand active registers that
can be actively used, while the SMN has millions of exposed
registers [33]. Prior works fuzz the MSR space and search
for undocumented control bits that may violate security guar-
antees [33, 68]. While such an analysis is feasible for the
MSR space, it is infeasible for the SMN as we discuss in
Section 8.2.
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7.3 Organization within the SMN

The SMN is a 4GiB address space and can be extended by 4
bits for multi-socket configurations. The lower 20 bits define
the offset configuration within a certain IP, whereas the upper
12 bits select the IP. The 4-bit extension selects the CPU if the
motherboard has multiple sockets. Despite the 20-bit belong-
ing to one IP, we observe access timing differences between
different regions within a 20-bit sub-region. It follows that
even within an IP block, different sub-IPs respond differently
to configuration requests. Interestingly, we observe different
timing for IP blocks even if the access is not permitted. Thus,
the filtering based on the security attribute likely happens
within an IP, rather than centralized [5, 9, 19, 50].

8 Discussion

We discuss STALEUS’s root cause, possible mitigations, a
more structured approach to similar vulnerabilities, and our
results for the Zen 3 Infinity Fabric.

8.1 Root Cause Analysis

STALEUS is the first attack exploiting exposed SMN configu-
ration registers. The root cause originates from an architec-
tural flaw that allows kernel-mode x86 cores to modify the
data flow configuration of the system’s most privileged entity,
the PSP. We demonstrate this vulnerability through a concrete
instance where the hypervisor toggles the NoSnoop attribute
of the PSP, thereby undermining its security invariants. It is
highly probable that additional data flow configuration op-
tions exist capable of altering memory transaction behavior
in exploitable ways. For instance, such configurations might
permit transaction reordering or suppress the proper propaga-
tion of errors. To mitigate such attacks, the architecture must
strictly prohibit unprivileged components from controlling
data flow configurations for higher-privileged components.

8.2 SMN Exploration

The findings presented in STALEUS underscore the necessity
for a more structural approach to discovering vulnerable SMN
configurations. We scan the entire SMN range for all SEV-
SNP capable CPUs, namely Zen 3 / 4 / 5, to examine the range
of non-zero and non-0xFF values. We excluded these specific
values as they typically indicate inactive or inaccessible reg-
isters. Table 3 shows the statistics for the respective CPU
generations. Throughout the scanning process, we excluded
crashing ranges, as they would significantly slow the search.
A single 20-bit sub-configuration range contains 218 register
fields. Given that a workstation reboot requires approximately
five minutes, fully scanning just one IP configuration (1 out
of 4096), assuming every access triggers a crash, would span

Table 4: SMN registers altering PSP memory transactions.

Register SMN Address

NB_TOP_OF_DRAM3 0x13B10138
NB_TOP_OF_DRAM_SLOT1 0x13B00090
NB_UPPER_TOP_OF_DRAM2 0x13B10068
NB_LOWER_TOP_OF_DRAM2 0x13B10064

2.5 years. Testing individual bits scales this time by a fac-
tor of 32, resulting in an infeasible 80-year duration. Since
we observed crashes on both read and write operations, ac-
quiring SMN data for critical regions proves exceptionally
challenging, rendering subsequent crash analysis even more
demanding.

While MSRs are usually scoped per core, a MSR change-
induced crash most likely only takes down one core and leaves
the other ones functional, allowing for debugging. Whereas
crashes induced through SMN access usually occur at an in-
terconnect level. This means the entire platform resets or
freezes, and the exact error code is hidden in undocumented
hardware registers that probably also reside within the SMN.
While proprietary mechanisms like AMD HDT exist to extract
this diagnostic data, they remain inaccessible to independent
researchers [66]. We conclude that previous techniques to enu-
merate an undocumented configuration space are challenging
to apply for the SMN [22, 33]. This limitation highlights the
need to find new techniques to analyze platform and intercon-
nect configuration through the SMN.
Other SMN Registers. Nevertheless, during our manual anal-
ysis, we encountered other SMN registers that alter the mem-
ory transaction behavior of the PSP. We note that it may be
possible to use these to achieve XCA-style attacks. Multiple
registers define the DRAM / MMIO split of all traffic passing
through the IOHUBs. We discover that an untrusted hypervi-
sor can reconfigure those registers with arbitrary values. When
the PSP accesses DRAM, we use the registers to override the
destination and cause them to be routed to MMIO devices.
Doing so results in a PSP timeout. We believe that an attacker
with better platform knowledge may be able to determine
the reason for the timeouts and is capable of redirecting the
transactions to conduct a Fabricked-like attack [56]. Table 4
lists the additional IOHUB SMN registers.

8.3 Mitigation
To mitigate STALEUS, AMD must deploy firmware upgrades
that guarantee PSP memory requests remain memory coher-
ent. This may be achieved by preventing the hypervisor from
changing the SMN configuration range for the A2S_CNTL
registers. Although AMD platform internals remain undoc-
umented, we suspect a dynamic mechanism exists to recon-
figure SMN security controls. Specifically, this mechanism
would allow for the dynamic assignment of security levels
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across different SMN ranges. We hypothesize that hypervi-
sor SMN accesses via PCIe configuration space route to an
internal IP, potentially the System Management Unit (SMU).
The SMU performs the necessary access validation before
forwarding the transaction onto the SMN. We ground this
hypothesis on the presence of an SMU sub-entry within the
AMD firmware blob [50] and existing public documentation
of the Zen platform [14]. As the exact mechanisms of SMN
routing and access checks remain proprietary, we cannot con-
clude how such a mitigation will ultimately be implemented.
Alternatively, AMD might leverage other undocumented con-
trol registers to convert non-coherent memory transactions
into coherent ones. References to Vega GPU registers in the
Linux kernel (e.g., NoSnoopDis) suggest that such function-
ality may already exist in the hardware [58].

To mitigate the guest write drop attack detailed in Sec-
tion 5.4, the guest could modify its page tables to enforce
non-cacheable memory. This configuration forces all guest
memory accesses directly to DRAM, bypassing the cache
hierarchy entirely. However, this approach only mitigates one
specific exploitation vector of STALEUS without addressing
the underlying root cause. Further, operating without caches
introduces a severe performance overhead, significantly de-
grading CVM execution speed.

Alternatively, a microcode update could enforce that on
RMPUPDATE, all cache lines get written back and invali-
dated. This would directly prevent all of our case studies, as
the hypervisor must use RMPUPDATE to hand over the page
to the PSP. While preventing our case studies, the microcode
patch must also guarantee that no new clean cache lines can
be allocated while the PSP operates on a page. Failure to en-
force this restriction would allow the guest to consume stale
x86 cache data rather than retrieving the most recent updates.

8.4 Applicability to Zen 3

Our SMN scanning indicates that Zen 3 uses a different Infin-
ity Fabric than Zen 4 / 5. Attempting to modify the equivalent
configuration register found in Zen 4 and Zen 5 produces no
observable effect on Zen 3. This initially indicates that the
register either resides at a different SMN location or remains
inaccessible to the hypervisor. We search the entire SMN on
Zen 3 for the configuration value 0x2a80540, the same we
found in Zen 4 / 5. This value represents the default A2S_-
CNTL configuration for Vega GPUs. We successfully located
this value within the Zen 3 SMN address space. However, tog-
gling the least significant bits failed to reproduce the effects
observed on Zen 4 and Zen 5. Given the closed-source na-
ture of the hardware, we cannot draw definitive conclusions;
however, we hypothesize that a secondary IP block forcibly
converts non-coherent transactions into coherent ones. We
base the hypothesis on the NoSnoopDis string we found in
the Linux kernel for a North Bridge I/O (NBIO) configuration
of an AMD GPU [58]. Since openSIL misses documentation

for the corresponding base register range, we cannot precisely
isolate the target SMN region.

9 Related Work

We discuss closely related work to STALEUS.
SEV Attacks. Previous work studied SEV and SEV-ES secu-
rity, which were susceptible to many design flaws that led to
many different architectural attack vectors [28, 29, 36, 38, 44,
45, 45, 51, 59, 60].
SEV-SNP Attacks. Google performed a preliminary assess-
ment of the PSP and SEV-SNP ecosystem [27]. Cipherleaks
is the first work to use ciphertext side channels to violate
SEV-SNP confidentiality guarantees [35, 37, 55, 62, 64, 65].
Heckler and WeSee abuse an open interrupt injection inter-
face to break SEV-SNP [53, 54]. Cachewarp and Stackwarp
exploit unlocked MSRs to revert caches and manipulate the
stack engine, to break AMD security guarantees [67,68]. With
Cachewarp, at no point in time do CPUs or the PSP have a
different memory view when they read the same address.
With STALEUS, the CPU cores and the PSP have two differ-
ent memory views. BadAML exploits the missing attestation
of the CVM UEFI firmware to inject malicious code [57].
Lack of physical protection in SEV-SNP has been used for
attacks [18,20,21]. CounterSEVeillance exploits the availabil-
ity of guest performance counter data to exfiltrate confidential
data [23]. RMPocalypse abuses a flaw during SEV-SNP ini-
tialization [52].
Interconnect Corruption Attacks. STALEUS also breaks
SEV-SNP but is part of a larger family of attacks. We call the
class Interconnect Corruption Attacks (XCA). Fabricked and
BreakFAST are two prior instances of XCA, where we com-
promise SEV-SNP by manipulating the interconnect [24, 56].
STALEUS is the third instance of XCA and fully compro-
mises SEV-SNP guarantees as well. All three attacks are
instances of the XCA family with three different root causes.
Fabricked targets the Data Fabric, BreakFAST the IOHUB,
and STALEUS the SYSHUB i.e., three different components
of the Infinity Fabric. In terms of attacker capabilities, Fab-
ricked drops PSP writes by misrouting DRAM transactions.
BreakFAST redirects PSP read/writes into the Control Fabric.
STALEUS does neither; it alters the coherence attributes of
PSP transactions, inducing a split memory view between the
PSP and x86 cores without redirecting any transactions.
Platform Exploration. Domas measures access times of the
RDMSR instruction to group MSRs into categories and identify
potentially interesting ones [22]. Similarly, MSRevelio sys-
tematically analyzes the MSR space for configurations that
violate platform security guarantees [33]. StackWarp employs
akin techniques to scan for different instruction behavior when
flipping MSR bits [68]. STALEUS performs an initial explo-
ration of the SMN to find an unlocked configuration to alter
PSP memory coherence.
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Cache Coherence. The fundamental principles of modern
memory coherence were established by Li and Hudak [34].
More recently, Nagarajan et al. [48] provide a comprehen-
sive overview of the theory behind memory and cache con-
sistency in contemporary systems. However, verifying these
protocols in multiprocessor environments remains difficult,
as detailed by Cantin et al. [15,16]. In terms of specific imple-
mentations, Lis et al. [40] propose a novel coherency model,
while Molka et al. examine performance implications in the
Intel Nehalem [42] and Haswell [43] architectures. These
mechanisms are also targets for exploitation; Yao et al. [63]
demonstrate how coherence states can be manipulated to form
covert channels. Further, vulnerabilities such as Spectre [32]
and Meltdown [39] leverage cache coherency timing differ-
ences to exfiltrate data. STALEUS exploits the absence of
memory coherence to manipulate DRAM state.

10 Conclusion

We present STALEUS attack that breaks SEV-SNP. The root
cause is that the untrusted hypervisor can alter the PSP’s
coherency via the SMN. STALEUS motivates further analysis
of the SMN in the context of confidential computing.
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